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功能介绍
同一时间，一个用户仅能在一处登陆。比如，在一台机器中，分别用两个浏览器，都用admin用户登录，那么后来登陆的会把前面登陆的会话踢掉。
部署
1. 下载oneUserOneSession.jar放到web-inf/lib下
2. 编辑uncertain.xml，添加
<package-path classPath="aurora_plugin_package/aurora.plugin.sessionmanager" />
整体如下：
<?xml version="1.0" encoding="UTF-8"?>
<uncertain-engine name="hec">
<packages>
    <package-path classPath="aurora_plugin_package/aurora.plugin.memcached" />
    <package-path classPath="aurora_plugin_package/aurora.plugin.quartz" />
    <package-path classPath="aurora_plugin_package/aurora.plugin.script" />
    <!--这里 -->
    <package-path classPath="aurora_plugin_package/aurora.plugin.sessionmanager" />
</packages>
</uncertain-engine>
3. 修改登录和超时登陆svc
· 修改首次登陆svc,即login.svc。添加如下内容：
· <a:model-query model="sys.sys_session_single_session" rootPath="/parameter/userOldSession"/>
·     <p:switch test="/parameter/userOldSession/record/@session_id">
·         <p:case Value="*">
·             <msg:message-creator message="addExpiredSession" topic="application_foundation" trxType="true">
·                 <properties>
·                     <msg:property key="aurora_session_id" value="${/parameter/userOldSession/record/@session_id}"/>
·                 </properties>
·             </msg:message-creator>
·             <a:model-delete model="sys.sys_session_single_session"/>
·         </p:case>
·     </p:switch>
    <a:session-write source="/session/@session_id" target="aurora_session_id"/>
整体效果如下：
<?xml version="1.0" encoding="UTF-8"?>
<a:service xmlns:t="aurora.application.action" xmlns:msg="aurora.application.features.msg" xmlns:a="http://www.aurora-framework.org/application" xmlns:p="uncertain.proc" trace="true">
<a:init-procedure>
    <a:model-execute model="sys.sys_user_login_with_userid"/>
    <a:session-clear/>
    <a:session-write source="/session"/>
    <a:session-write source="/parameter/@user_language" target="lang"/>
    <a:put-cookie name="JSID" value="${/parameter/@encryted_session_id}"/>
    <a:put-cookie name="IS_NTLM" value="N"/>

    <!--单用户单会话 -->

    <a:model-query model="sys.sys_session_single_session" rootPath="/parameter/userOldSession"/>
    <p:switch test="/parameter/userOldSession/record/@session_id">
        <p:case Value="*">
            <msg:message-creator message="addExpiredSession" topic="application_foundation" trxType="true">
                <properties>
                    <msg:property key="aurora_session_id" value="${/parameter/userOldSession/record/@session_id}"/>
                </properties>
            </msg:message-creator>
            <a:model-delete model="sys.sys_session_single_session"/>
        </p:case>
    </p:switch>
    <a:session-write source="/session/@session_id" target="aurora_session_id"/>
    <!--结束 -->
</a:init-procedure>
<a:service-output output="/parameter"/>
</a:service>
· 修改超时登陆svc，即timeout_login.svc。同样添加上述代码：
·     <a:model-query model="sys.sys_session_single_session" rootPath="/parameter/userOldSession"/>
·     <p:switch test="/parameter/userOldSession/record/@session_id">
·         <p:case Value="*">
·             <msg:message-creator message="addExpiredSession" topic="application_foundation" trxType="true">
·                 <properties>
·                     <msg:property key="aurora_session_id" value="${/parameter/userOldSession/record/@session_id}"/>
·                 </properties>
·             </msg:message-creator>
·             <a:model-delete model="sys.sys_session_single_session"/>
·         </p:case>
·     </p:switch>
·     <a:session-write source="/session/@session_id" target="aurora_session_id"/>
整体效果如下：
<?xml version="1.0" encoding="UTF-8"?>
<a:service xmlns:t="aurora.application.action" xmlns:msg="aurora.application.features.msg" xmlns:a="http://www.aurora-framework.org/application" xmlns:p="uncertain.proc" trace="true">
<a:init-procedure>
    <a:batch-apply sourcePath="/parameter">
        <a:session-write source="@current_parameter/@user_id" target="user_id"/>
        <a:session-write source="@current_parameter/@language" target="lang"/>
        <a:session-write source="@current_parameter/@company_id" target="company_id"/>
        <a:session-write source="@current_parameter/@role_id" target="role_id"/>
        <a:model-execute model="sys.sys_timeout_user_login"/>
        <a:session-write source="/session"/>
        <a:put-cookie name="JSID" value="${@current_parameter/@encryted_session_id}"/>
            </a:batch-apply>
            <!--单用户单会话 -->
            <a:model-query model="sys.sys_session_single_session" rootPath="/parameter/userOldSession"/>
            <p:switch test="/parameter/userOldSession/record/@session_id">
                <p:case Value="*">
                    <msg:message-creator message="addExpiredSession" topic="application_foundation" trxType="true">
                        <properties>
                            <msg:property key="aurora_session_id" value="${/parameter/userOldSession/record/@session_id}"/>
                </properties>
            </msg:message-creator>
            <a:model-delete model="sys.sys_session_single_session"/>
        </p:case>
    </p:switch>
    <a:session-write source="/session/@session_id" target="aurora_session_id"/>
    <!--结束 -->
</a:init-procedure>
<a:service-output output="/parameter"/>
</a:service>
4. 添加上面svc所需要的bm，sys.sys_session_single_session，内容如下
5.  <?xml version="1.0" encoding="UTF-8"?>
6. <bm:model xmlns:bm="http://www.aurora-framework.org/schema/bm">
7.     <bm:operations>
8.         <bm:operation name="query">
9.             <bm:query-sql><![CDATA[
10. 
11.                select t.session_id
12.                   from sys_session t
13.                  where user_id=${/session/@user_id} 
14.     				   and session_id!=${/session/@session_id}
15.                    and rownum = 1
16.                  order by t.creation_date desc 
17.  ]]></bm:query-sql>
18.         </bm:operation>
19.         <bm:operation name="delete">
20.             <bm:update-sql><![CDATA[
21. 
22.                  delete
23.                   from sys_session t
24.                  where user_id=${/session/@user_id} 
25.     				   and session_id!=${/session/@session_id}
26. 
27. ]]></bm:update-sql>
28.         </bm:operation>
29.     </bm:operations>
</bm:model>
29. 添加svc中使用的消息，修改msg.config，添加addExpiredSession和removeExpiredSession消息。整体效果如下：
<?xml version="1.0" encoding="UTF-8"?>

<msg:Aurora-client-instance xmlns:msg="aurora.application.features.msg" >

        <messageHandlers>
            <msg:DefaultMessageHandler name="refreshPriviledge" procedure="init.load_priviledge_check_data"/>
            <msg:DefaultMessageHandler name="refreshService" procedure="init.load_system_service"/>
            <!-- 这里开始 -->
            <msg:DefaultMessageHandler name="addExpiredSession" procedure="init.add_expired_session"/>
            <msg:DefaultMessageHandler name="removeExpiredSession" procedure="init.remove_expired_session"/>
            <!-- 结束 -->
        </messageHandlers>

        <consumers>
            <msg:consumer topic="application_foundation">
                <events>
                    <msg:event handler="refreshPriviledge" message="priviledge_setting_change"/>
                    <msg:event handler="refreshService" message="service_config_change"/>
                    <!-- 这里开始 -->
                    <msg:event handler="addExpiredSession" message="addExpiredSession"/>
                    <msg:event handler="removeExpiredSession" message="removeExpiredSession"/>
                    <!-- 结束 -->
                </events>
            </msg:consumer>
            <msg:DefaultNoticeConsumer topic="dml_event"/>
            <msg:DefaultNoticeConsumer topic="task"/>
        </consumers>

</msg:Aurora-client-instance>
1. 添加消息对应的proc文件， init.add_expired_session和init.remove_expired_session。在web-inf/classes/init目录中添加add_expired_session.proc和remove_expired_session.proc。
. add_expired_session.proc，内容如下：
. <?xml version="1.0" encoding="UTF-8"?>
. <p:procedure xmlns:a="http://www.aurora-framework.org/application" xmlns:ns1="uncertain.cache.action" xmlns:rs="aurora.database.rsconsumer" xmlns:p="uncertain.proc">
.  <p:method-invoke xmlns:p="uncertain.proc" instanceType="aurora.plugin.sessionmanager.ExpiredSessionRegistry" 
. methodName="addExpiredSession">
.    <p:arguments>
.        <p:argument type="java.lang.String" path="/parameter/message/@aurora_session_id" />
.    </p:arguments>
. </p:method-invoke>
. <p:echo message="add Expired Session"/>
</p:procedure>
. remove_expired_session.proc,内容如下：
. <?xml version="1.0" encoding="UTF-8"?>
. <p:procedure xmlns:a="http://www.aurora-framework.org/application" xmlns:ns1="uncertain.cache.action" xmlns:rs="aurora.database.rsconsumer" xmlns:p="uncertain.proc">
.  <p:method-invoke xmlns:p="uncertain.proc" instanceType="aurora.plugin.sessionmanager.ExpiredSessionRegistry" 
. methodName="removeExpiredSession">
.    <p:arguments>
.        <p:argument type="java.lang.String" path="/parameter/message/@aurora_session_id" />
.    </p:arguments>
. </p:method-invoke>
. <p:echo message="remove Expired Session"/>
</p:procedure>
· 检查会话是否过期。在service-procedure.config文件中添加如下内容:
· <sm:ExpiredSessionChecker xmlns:sm="aurora.plugin.sessionmanager">
·     <postChecker>
·         <msg:message-creator xmlns:msg="aurora.application.features.msg" message="removeExpiredSession" topic="application_foundation">
·             <properties>
·                 <msg:property key="aurora_session_id" value="${/parameter/@expired_aurora_session_id}"/>
·             </properties>
·         </msg:message-creator>
·     </postChecker>
</sm:ExpiredSessionChecker>
整体效果如下:
<?xml version="1.0" encoding="UTF-8"?>
<p:procedure-registry xmlns:t="aurora.application.action" xmlns:a="http://www.aurora-framework.org/application" xmlns:p="uncertain.proc" xmlns:ws="aurora.service.ws">
<p:procedures>
    <p:procedure name="pre-service">
        <p:set field="@success" value="true"/>
        <!--这里开始-->
        <sm:ExpiredSessionChecker xmlns:sm="aurora.plugin.sessionmanager">
            <postChecker>
                <msg:message-creator xmlns:msg="aurora.application.features.msg" message="removeExpiredSession" topic="application_foundation">
                    <properties>
                        <msg:property key="aurora_session_id" value="${/parameter/@expired_aurora_session_id}"/>
                    </properties>
                </msg:message-creator>
            </postChecker>
        </sm:ExpiredSessionChecker>

        <!--结束-->

        <t:session-copy/>
        <p:switch test="/request/@soapaction">
            <p:case Value="*">
                <ws:WS-login-checker model="db.sys_ws_login_check_pkg.login_check"  modelaction="execute" field="/parameter/@return_value" value="N" message="没有权限登录"/>
                <p:set field="/session/@user_id" value="-1"/>
            </p:case>
            <p:case>
                <p:switch test="@is_autocrud_service">
                    <p:case Value="true">
                        <t:bm-access-check errorMessage="没有权限访问此BM，或登录已失效"/>
                    </p:case>
                    <p:case>
                        <t:resource-access-check resultPath="/access-check/@status_code" errorMessage="没有权限访问此Screen，或登录已失效"/>
                    </p:case>
                </p:switch>
                <t:check-dispatch dispatchUrl="${/request/@context_path}/error_screen_unregistered.screen" field="/access-check/@status_code" message="页面没有注册" value="unregistered"/>
					<t:check-dispatch dispatchUrl="${/request/@context_path}/error_screen_unauthorized.screen" field="/access-check/@status_code" message="没有权限访问指定的页面" value="unauthorized"/>
                <t:check-dispatch dispatchUrl="${/request/@context_path}/error_session_expired.screen" field="/access-check/@status_code" message="登录已失效，请重新登录" value="login_required"/>
            </p:case>
        </p:switch>
        <p:switch test="/session/@lang">
            <p:case value="ZHS">
                <a:model-execute model="sys.sys_register_nls_language_zh"/>
            </p:case>
            <p:case value="US">
                <a:model-execute model="sys.sys_register_nls_language_us"/>
            </p:case>
        </p:switch>
    </p:procedure>

    <p:procedure name="session-destroy">
        <a:model-update model="sys.sys_expire_session"/>
    </p:procedure>
</p:procedures>
</p:procedure-registry>

